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Introduction 
Information is the life blood of your organisation, from product designs and business 
plans to client lists and sales data. It is common to carry insurance to protect the 
“business” itself but how much thought have you given to the actual protection of the 
information that underlies that business? 

Today, threats to your information are increasing. Be it from a teenage hacker in his 
bedroom doing it “just because he can”, from a more organised Business Intelligence firm 
seeking a marketing edge, or from one of your competitors trying to gain an advantage 
over you. 

The threats are becoming more sophisticated and Intellectual Property (‘IP’) security is 
often way down the agenda of a company right up until a competitor has somehow got 
a copy of the “secret sauce”! 

This whitepaper sets out some of the important components for you to consider in each 
stage of the process.  

I’m safe aren’t I? 
You may not know it but your threat ‘surface’ is changing all the time.  Have you thought 
about the new cleaning company, property maintenance company or photocopier 
providers?  The new bit of software downloaded by a sales person or Financial Controller 
to help with a difficult business process?  The cool new website or viral email doing the 
rounds of the office?  The USB/CD stuffed full of presentations you got at the trade show? 
Even the kids’ favourite apps on a tablet you hook up to the office Wi-Fi?  All of these 
methods have been used to steal information from companies so that competitors can 
gain that vital edge. 

Sometimes it is not about theft 
It’s not all about stealing your information, sometimes it is about stealing your resources 
and hiding in your environment.   

The rise of ‘Denial of Service’ attacks have become prevalent during the ‘Arab Spring’.  
Taking a high profile website offline has become a common method of making a political 
statement.  This is done by hackers taking control of a wide range of workstations and 
servers in businesses just like yours, often without you even noticing.  When the attack is 
on, your PCs are subverted to their will.  You notice your internet slowing down, your file 
servers filling up and then a crash. No longer able to operate as a business or put in that 
crucial trade - you are collateral damage to their cause. 

A city institution experienced the embarrassment of hosting a large Adult website on its 
servers without being aware of the fact until their trading systems could not achieve a 
connection to the various stock exchanges.  It turned out that the site had become so 
popular that all the bandwidth was taken up by the website. 

http://ip-sentinel.com/
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But I’m Secure! 
Most companies rely on a citadel solution to information protection and security with 
most of the control and monitoring at the perimeter of the organisation. Think of a front 
desk security person or a network firewall; once breached, the perimeter defences are of 
little use. Of course there are antivirus tools but to a dedicated hacker there are several 
ways to mitigate their effects. 

A given incident could be external (bad guys trying to get in) or internal (bad apple 
employees trying to get information out).  The key question to ask yourself is where are 
my weakest links?  The real answer may be much more unexpected than you assume. 

What’s the solution then? 
You understand the value of your data and systems.  The worst part of investing in any 
security system from employee vetting, premises security or data security is that you 
don’t know if your investment is worth anything until it’s too late.  IP Sentinel have 
developed a 4 stage process against which you can judge your capabilities in terms of 
Information Protection. 

Stage 1: Recognition 
Stage 2: Prevention 
Stage 3: Monitoring and Mitigation 
Stage 4: Response and Recovery 

Once you have read the whitepaper and if would like to discuss any area in greater depth 
please do get in touch 

 

 

James Hogbin 

Director 

 

  

http://ip-sentinel.com/
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Stage 1: Recognition 
The first stage of the framework is to work out which Intellectual Property (‘IP’) you would 
like to protect.  IP comes in many forms; sales lists, contract database, company process, 
client work, case files, financial records, credit card transactions, internal company 
records , product designs, computer code, HR information and payroll details.  The list is 
almost endless.  Without an understanding, categorisation and ranking of your most 
important IP however, there is no basis on which to protect it.  It goes without saying that 
there will be a mass of less important IP that just won’t be worth the cost of protecting.  
A good method of working out the importance of IP is to put a value to the loss of that 
data to a competitor.  Say Salesman Bob has a pipeline of £17 million of work from a 
number of clients.  He leaves for a credible competitor with the information from your 
company.  How much of the pipeline will he take with him?  It depends on the data he 
purloined on his exit.  The value to your company of the names and contact details of the 
prospects is low.  Bob knows those anyway.  More valuable is the sales history in the 
customer relationship management (‘CRM’) system, say 10% of the pipeline value (£1.7M).  
More valuable still would be the proposals, any proof of concept work, deep market or 
competitor information, say 45% of the pipeline value (£7.65M).  The numbers add up 
quickly. 

KEY: Define Important IP Data and categorise or rank its impact if lost. 

Once you work out the value of your IP and its categorisation you will need to understand 
how data is stored in your organisation.  There are many systems in which your precious 
IP is stored.  The most obvious is on a File Server, Email server or user PC/Laptop.  There 
are a multitude of Intranet technologies that force a degree of Meta-Data (data about 
data) and Workflow on your IP (think SharePoint, Lotus Notes/Domino, Jira, etc).  Each 
area of the business may well have applications to support their process (Peoplesoft for 
HR, Salesforce.com, MS Dynamics, A.N.Other CRM for Sales, SAP for R&D.  There are 
multiple database back ends for these systems, integration tools, code repositories and 
modelling tools.  It may well be that an important piece of IP is not on a single vertical 
system but exists across multiple systems.  A single client design could be partly in the 
CRM, modelling tool, File Server and proprietary company database.  

KEY:  Identify and document where your IP actually resides. 

Best practice security suggests that information should have a discreet owner that is 
responsible for the access control permissions for it.  This extends to workflow systems 
where a process can be used to propagate, monitor and alert on stages of enrichment all 
with security built in.  In most organisations, despite best intentions, security permissions 
are a little ad-hoc and poorly maintained if at all.  Ownership of IP is also a vexed issue 
especially if it exists across a number of business areas. 

KEY: Specify who should be responsible for which IP. 
Make it the actual individual who will become responsible for the value of the IP. 

http://ip-sentinel.com/
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Self-evidently your company IP will exist on your company systems. You need to think 
about how those systems interact.  With the rise of the cloud it is likely that IP will be split 
between internal and external systems.  Often websites are hosted by a hosting company, 
the websites lead to user login areas which are served by hardware in the hosting 
company or tunnelling back over the internet to hardware you keep on site.  Having the 
base infrastructure of your organisation documented will make the task of identifying IP 
risks much easier 

KEY: Document your Infrastructure from an IP perspective. 

Your company’s server infrastructure is where you have the most control of your IP.  It is 
critical to understand your company desktop as well.  Do you have a locked down desktop 
or can users pretty much do what they want? From the user perspective: Are USB ports 
open or closed? Can users access Google Drive/Drop Box/Sky Drive from their PC? Is there 
free Wi-Fi from external vendors in the office, could a smartphone with a camera be used 
in sensitive areas.  Can users download and install software? 

KEY:  Users often do unexpected things with the hardware you give them.   
Audit the workstations and list the software installed and USB devices that have 
been inserted. 

At a corporate level you will have some security software, probably an antivirus and a 
firewall. There are many other tools that could be deployed.  USB monitoring and control, 
centralised workstation build and deployment, intruder detection systems, file access 
auditing, local and offsite backups, server capacity management tools, network traffic 
monitoring, remote assistance software.  You will want a complete picture of the security 
and monitoring systems, how they interact, what they cover and what they don’t. 

KEY: Document and diagram your existing security and monitoring systems. 

There is a drive to the Bring Your Own Device (BYOD) service provision, What is certain is 
that you will be dealing with a multiplicity of devices from remote desktops, VPN, Home 
PC’s, iPads, tablets, laptops, blackberry, android handsets, maybe even web enabled TVs.  
You may know which devices your users are accessing systems with, or you may not.  To 
ensure that you haven’t opened a massive back door to your valuable IP you need to 
understand what access remote devices, however benign, have to your data.  A common 
security hole is a Blackberry that can access corporate files and is also enabled for 
Internet access, making it simple to download data from the fileserver and send it to a 
personal email system, bypassing any desktop or office based security monitoring.  There 
are several ways of protecting remote access to your IP from remote desktop only access 
to software that creates a virtual workstation on your device and keeps it separate. 

KEY: Understanding the remote access requirement is crucial, this can be used to 
work out where your IP could end up. 

http://ip-sentinel.com/


 Whitepaper – How secure is your Data? 

IP Sentinel  Page 5 of 15 Version 2.0 
http://ip-sentinel.com   20/05/2015 

Aside from the purely technical IP protection there needs to be a process overlay. Are 
there policies in place to cover IP in regards of company joiners, probation periods, 
leavers, maternity cover, job share, promotions and job role changes?  Is there an overall 
company IP and monitoring policy in place?  Are the processes audited and adhered to?  
Is training given to those who monitor and police the process?  Do the processes get 
reviewed regularly?  Are they coherent over multiple departments/subsidiaries/overseas 
or regional locations? 

In addition to the direct workforce policies, you will need to define how you work with 
other security measures and policies you have in place.  How does the front desk deal 
with visitors, how does the alarm company inform you of events, what is the provision 
for out of hours? 

KEY: Ensure that IP is part of the day to day policy and process of the company. 
If you do not have a specific IP and monitoring section in employment contracts get 
one. 

In an emergency what happens, do you have a disaster recovery (‘DR’) site? How often do 
you test your failover?  Are the premises secure and monitored?  Do you have an office 
on a client site?  How is the IT provisioned?  Does your IT department use “scrubbed” data 
to test their systems? 

KEY: IP can exist in out of the ordinary places that are NOT business as usual.  
Document them. 

In a study by the Ponemon Institute in regards of the cost of an IP breach the most 
significant way to mitigate the cost is by having an Individual responsible, day to day IP 
policies in place and a pre-existing breach response plan. 

KEY: Make IP protection the sole responsibility of a dedicated senior member of 
staff. 

IP Sentinel can help you to complete the key Recognition stage of your IP Security journey; 
our expertise will help you understand the real value of your assets and give you a clear 
idea of what is happening to your data, how it is being accessed and where it is being 
moved to.  Once you have a baseline, you can measure your improvement and display to 
management, shareholders, insurance providers and clients that you take IP seriously 
and are taking demonstrable steps to improve your protection of it.  

IP Sentinel provides an extensive range of consultancy services to assist you in the key 
Recognition stage of your IP Security journey.  For help with your IP assessment please 
contact us. 

http://ip-sentinel.com/
http://ip-sentinel.com/home/contact/
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Stage 2: Prevention 
Having worked through the recognition stage and mapped out the value of your IP, where 
it lives, who is responsible for it and a baseline of your existing environment you can think 
about the prevention of IP loss. 

Loss can cover a number of scenarios: genuine loss of a laptop or USB thumb drive with 
key IP stored on it; inadvertent loss though decommissioning a system that still stores 
data; theft by staff members; theft by contractors; or theft by external parties.  In a study 
done by Symantec 54% of IP loss was caused by company internal agents, 40% by 
company external agents and 6% by unknown agents. 

Coupled with a study by the Ponemon Institute that surveyed employees attitude to 
company data, over half the respondents said they have taken information from their 
present company and 40% say they would use it in their new jobs. 41% of respondents 
admitted to emailing confidential documents to their personal email accounts on a 
weekly basis and 37% synchronise information to their personal Drop Box or Google 
accounts. 

These results fly in the face of the majority “hard on the outside soft on the inside” security 
setups so beloved of vendors in the computer security industry.  The results also point to 
human factors being the largest risk to your IP security. 

Operational Risk 
In the financial markets each institution has to quantify its operational risk and disclose 
it publicly in what is known as a ‘Pillar 3 Disclosure’.  How the risk is managed in a business 
and how a business ensures compliance with its own processes is important.  Operational 
risk defines the risk of loss resulting from inadequate or failed internal processes, people 
and systems, or from external events.  Generally that falls into seven categories: 

1. Internal fraud - misappropriation of assets, bribery 
2. External fraud- theft of information, hacking damage, third-party theft and forgery 
3. Employment practices and workplace safety - discrimination, workers 

compensation, employee health and safety 
4. Clients, products, and business practice- market manipulation, antitrust, improper 

trade, product defects, fiduciary breaches, account churning 
5. Damage to physical assets - natural disasters, terrorism, vandalism 
6. Business disruption and systems failures - utility disruptions, software failures, 

hardware failures 
7. Execution, delivery and process management - data entry errors, accounting 

errors, failed mandatory reporting, negligent loss of client assets 

As part of the recognition stage you will have valued the IP within your organisation. You 
should be able to define what the risks are if your IP is subject to the events listed above.  

http://ip-sentinel.com/
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This means you can construct and maintain an operational risk process that includes all 
your IP. 

KEY: Produce and maintain a companywide IP operational risk document 

Staff Training 
As demonstrated by the Symantec and Ponemon Institute studies the human factors 
around IP management and protection are key to your success in protecting IP.  IP 
security should be included as part of staff induction training and regularly included as 
part of ongoing compliance or continual professional development (CPD) training.  By this 
stage the ownership and categorisation of data has been undertaken, so the owners 
should be trained in their new found responsibilities. 

Not only should training cover the basics of IP security, we recommend a wider security 
training as part of the programme.  Do your employees know the difference between a 
visitor pass and a contractor pass?  Do your employees know how to report any 
breach/theft/suspicion?  Have you set out to your employees what is expected of them in 
regards social media, public support forums, industry specific portals, trade shows and 
personal websites? 

Training can provide a large part of the operational risk mitigation process 

KEY:  Train staff regularly about IP Protection 

Information Policy Handbook 
As a company grows and it becomes more formal, there are things that need to be written 
down.  What does a new joiner need to know, what happens when somebody gets 
promoted, what a job role includes, what to report if an employee buys or sells stock, 
what is or isn’t an expenses item, acceptable value of gifts and entertainment - the list is 
endless. These processes often end up in some form of employee handbook.  We 
recommend that a company has a specific set of processes around IP, identifying what is 
acceptable use or disclosure of it, who should control it, own it, and maintain it.  Also IP 
protection should be woven into the existing processes. 

New joiners often have a 6 month probation period to see if they work out in the 
organisation.  One hedge fund would not give remote access to employees at any 
seniority level if they had not completed (and passed) their probationary period.  This sort 
of thing needs to be part of the new joiner process, not tucked away in an IP process that 
may be missed. 

Often employees are promoted within a division or moved between job roles.  Each move 
brings with it a change in the employee’s access to your company’s IP and their own 
responsibility towards maintaining it.  Promotion from sales assistant to junior sales team 
member or a move from the user interface to the database development team will 
involve granting access to new systems and processes. It is important to remove access 
from systems that have been left behind.  UBS is wishing that they had removed his 

http://ip-sentinel.com/
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access to the companies risk systems when Kweku Adoboli, who moved from the risk 
department to the front office trading desk with no change to his systems access was 
able to get away with a $2.3billion fraud in 2011. 

When an employee leaves, obviously system access is swiftly removed, but what did the 
employee email to themselves 3 weeks ago when they knew they were getting the offer 
letter from their new employer?  What did they download onto a USB pen one morning 
when they came in 20 minutes earlier than usual?  The leavers’ procedure needs to 
include a historical report on activities, just to check, and ideally the last pay check is 
contingent on a satisfactory report.  Again this needs to be baked into the leavers’ 
checklist rather than in a separate IP process. 

KEY: Update all company policy and processes with specific IP protection steps. 

Systems AND IT Security Setup 
The most obvious part of the prevention step is to ensure that the systems your company 
use are set up to prevent IP loss. There are many security frameworks and products on 
the market.  A quick Google search will provide 1001 useful security tips but where do 
you start?   

Just to cover the basics;    

Passwords 
Everyone should have a password which is long and non-intuitive to guess.  ALWAYS set 
passwords to change on first use from an admin perspective.  Force the user to change 
it.  Protect valuable IP with a two factor authentication method (RSA Key, SMS text, 
message back or biometrics).  Use different local administrator/root passwords on 
workstations. 

System Security 
Again there is lot of advice out there on this subject however the easy ways to protect 
your IP are:  

• Monitor (or disable) USB devices and CD/DVD drives.  

• Don’t let users run with global or local administrator permissions.   
• Ensure that switches are address-locked on a port by port basis to the systems 

using them.   
• Control the Wi-Fi routing to external only.  

• Use a system start-up or boot password.  
• Change the default boot options to prevent system start-up from anything other 

than the internal hard drive.   
• Ensure that there is some form of monitoring/blocking on web storage sites.   

You can assume that if an employee sets up a website stores data there rather 

http://ip-sentinel.com/
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than the major free ones that would be blocked by your systems, they are up to 
no good!   

• Use a consistent desktop build that is updated and patched centrally.   
• Use centralised print servers and queues so jobs can be logged.   

• Run all (including internal) email though a Virus checker and archiving system (e.g. 
Message Labs or MimeCast) 

Physical Security 
One of the biggest risks you run in terms of inadvertent IP leakage are the printers, 
photocopiers and faxes that you dispose of, or have on lease from a service company.  
Almost all faxes and printers store data sent to them on an internal drive.  Workstations 
and servers also have hard drives.  It is essential that any hard drive is removed and 
disposed of by crushing or dusting rather than being returned to the service company, 
sent to the recyclers or sold on eBay.   

Ensure that if possible your workstation and servers have case alarms that trigger if the 
case is opened.  A hedge fund experienced a data theft over a weekend when some rogue 
employees came in and, without powering up the PCs removed the hard drives, took 
them off-site to be imaged and returned them back.  As the drives were never ‘powered 
up’ it was not logged that they had been removed and re-inserted. 

KEY: There is no one system that will do everything. 

Time Source 
Time synching across your devices makes it much easier to understand who handled 
what IP and when they did so. 

Log Collection and Aggregation 
This is the key to watching over your IP.  All computer systems generate logs, some to 
files on disk, some to local or centralised databases, some sprayed out on the network.  
It is important to capture these logs, first locally and then centrally.  Logs describe, often 
in excruciating detail, what a computer is doing and when.  They are also reasonably 
impenetrable to all but the most experienced IT support technician.  However, within the 
noise of all the log entries are clear fingerprints of the usage of the computer system and 
interaction with company IP. 

Once the logs have been collected centrally and indexed for easy searching, all sorts of 
useful reports can be constructed.  When do people log on and off? On what do they 
spend their time browsing the web? What are they copying to USB pen? Which areas of 
the file server are they looking at?  Have they miss-entered their password for the intranet 
regularly over the last 2 days (maybe a hack attack)? Are they suffering a virus attack?  
Have they installed a new program?  All of these individual items can be reported upon 
in the millions and millions of log entries generated in a day. 

http://ip-sentinel.com/
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KEY: Log collection and Aggregation is the KEY to IP security. 
Without this in place first you may struggle to notice a theft, let alone do anything 
about it. 

IP Sentinel can provide technical and organisational services to help your company put 
in place the requisite Prevention measures.  For help with your IP assessment please 
contact us. 

  

http://ip-sentinel.com/
http://ip-sentinel.com/home/contact/
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Stage 3: Monitoring and Mitigation 
So now you know what your IP is, how much it’s worth, where it lives, who’s looking after 
it.  You’ve also taken steps to protect it by good process, training and implementing 
appropriate security systems.  Most importantly you are collecting all the individual logs 
into one place and indexing them so you can report on what is happening across all the 
companies systems.  So far so good.   

The world moves on however and if something stands still it is left behind by events. 

Regular Monitoring 
The systems in place now need regular monitoring.  Immediate dashboards, weekly and 
monthly reports will spot trends of use and allow baselines to be created.   

Say that Alice in research always comes in around 08:00 and leaves by 17:45 every day, 
except on Tuesday when she arrived at 7:30, worked on a file called allicecv.doc, printed 
it at 7:50, logged off shortly afterwards.  She logged in again at 10:45 that day.  In itself 
not really suspicions and may raise a mild alert that she was acting out of pattern.  Two 
weeks later however, Alice remains logged in way past the usual 17:45, the system shows 
that the USB port was used for a new smartphone (As the company does not monitor the 
USB file transfers all we know from the logs is that a device has been attached and what 
it is).  The next day Alice resigns.  What are the chances, given the reporting above, that 
Alice was copying research IP onto her smartphone to take to a competitor?  Obviously 
worth further investigation before her final pay check. 

IP Sentinel strongly recommends that a USB monitoring system is put in place as part of any 
IP Security initiative. 

Regular monitoring provides baselines against which outliers can be identified.  Also 
trends can be determined.  Over 6 months the usage of iPhones connected to the PCs in 
the office reaches 90% - maybe time to sort out an iPhone security policy? 

KEY: On-going monitoring keeps the system healthy. 

IP Sentinel provides a unique managed service to provide continuous monitoring of your 
company’s IP, reporting on who is accessing it and any emerging trends, and alerting if 
specific tripwires are activated. 

Alerting 
Whilst monitoring exposes trends and allows for historical reporting, alerting is an 
immediate call to action.   

• A nasty virus has been identified on a trader’s PC.  How did it get there?  Is it sending 
information offsite, downloading information to a command and control webserver?   

http://ip-sentinel.com/
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• An admin password that has been entered incorrectly on a web server once an hour 
for the last 48 hours has just been entered correctly.  Is it a cross site scripting attack 
or a direct hack attack on the infrastructure?   

• Traffic to a test server increases from 2% utilisation to 65% utilisation in an hour, is it 
hosting an illicit site? An inter-dealer broker found out that one of its employees was 
hosting an Adult website on a little used server thanks to an alert.   

 
KEY: Once an alert is received it is important to have a process in place to deal with 
it and any consequences of it. 

Part of the IP Sentinel managed service is real time alerting of any IP breaches. 

Change Management and Audit 
Part of good operational risk is a robust change management system.  Any and all 
changes to systems, policies and process should be part of the change management 
process.  This forces a review that hopefully catches any major issues before they affect 
the smooth running of your company.  Good change management also allows for a roll 
back to the previous state just in case it doesn’t work out. 

KEY: Ensure impacts to IP are considered as part of the Change Management 
process. 

Hand in hand with change management is audit.  The IP monitoring system should be 
self-aware enough to recognise that new devices will be added to any corporate system.  
It will be pretty ignorant in changes of policy or process however. There should be a 
regular audit to ensure that the logs of all relevant devices are being collected.  It would 
be most frustrating for a digital fingerprint to be incomplete because a system wasn’t 
being watched.  It could also indicate that somebody was deliberately turning off the 
monitoring. 

KEY: Auditing the system should ideally be done by a separate team than that 
which implements the IP protection. 

IP Sentinel have the skills and experience to provide you with a comprehensive audit of 
your IP protection systems.  For help with your IP assessment please contact us. 

  

http://ip-sentinel.com/
http://ip-sentinel.com/home/contact/
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Stage 4: Response and Recovery 
The response to and recovery from an IP event will depend on the event.   

Response 
The response to an event should be pre-planned, and practised but certainly covered in 
the operational risk process.  Events can be broadly classified and managed in the 
following way: 

Internal – Deliberate 
This is the least expected and most damaging type of event to recover from.  Apart from 
the shock at the group of people you trust the most and pay to do a job, stealing from 
you.   The strongest company defences are always at the perimeter to stop third parties 
getting in.  If you have followed the advice so far, the event will have left a number of 
indelible marks within the system.  It is a matter of constructing and then running the 
correct reports across the data.  What you do with the reports is then dependent on the 
seriousness of the event.  This should be defined in your operational risk process. 

Internal – Accidental 
The response to this event is to identify what has been lost and the impact that has on 
the existing systems, processes and IP.  As part of the recognition stage, your response 
to an accidental IP breach should have been mapped out, documented and practiced.  
Any subsequent changes made in response to the event should go through your change 
management process. 

External 
Regardless of the origination of the event (hacker, competitor or state) this is a criminal 
act by parties unknown and will require a forensic approach to crime scene capture.  As 
you will have aggregated logs and know where your IP is and how it is secured, you will 
be able to create an event timeline that will demonstrate a clear path from system 
compromise and entry through to IP theft.  You can then identify systems for a thorough 
forensic investigation. 

The response may well extend outside your company.  It is prudent to seek specialist 
assistance early in the process and to admit any breaches publicly in a manner that puts 
your company on the front foot in terms of PR. 

KEY: Control the message externally by honest disclosure. 

Recovery 
Having mapped out the IP in the recognition stage you will have been able to work out 
recovery scenarios as part of the operational risk process.  The IP monitoring and alerting 
will describe the urgency of the recovery task.  A stealthy compromise that has copied a 
select amount of your data will call for a different response from a logic bomb that has 
deleted your credit card database. 

http://ip-sentinel.com/
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Summary 
The Ponemon Institute puts the cost of a data breach in relation to customer records at 
£2.00 million, up from £1.75 million last year.  

There is a hedge fund that values (and insures) their core trading models at £450 million- 
how much would the final digital cut of a Hollywood film be worth to a pirate DVD 
producer and more importantly how much in lost sales to the studio itself? 

The IP Sentinel 4 step framework; Recognition, Prevention, Monitoring and Mitigation, 
Response and Recovery is a straightforward IP protection model.  Obviously the more of 
the framework that your company can implement the better your IP protection will be.  
It’s not a trivial undertaking and is something that needs continual effort to keep useful 
to the business. 

The cost of IP protection needs to be balanced against the cost of IP loss or theft.  IP 
Sentinel is of the opinion that the ongoing cost of protection is presently far less than the 
cost of loss. 

The key to a thousand mile journey is to take the first step... 

...and that first step is to contact us at IP Sentinel.  

IP Sentinel Monitoring Services 
IP Sentinel provides your organisation with a service managed aggregation, IP event 
alerting and reporting solution. 

IP Sentinel Response Services 
If an incident is detected a response team can be provided to analyse, advise or 
forensically secure as much evidence as possible. 

IP Sentinel Consulting 
Teaching companies how to configure themselves for best practice information 
protection. This covers physical infrastructure, networks, servers and workstations, 
policies and procedures, supplier and staff contracts. 
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Contact Information 
JAMES HOGBIN 
Director 
TEL: 01825701870 
James@IP-Sentinel.com 

 

Company Information 
IP Sentinel Ltd 
Newnhams Wood, Horsted Keynes, West Sussex RH17 7BT 
Tel 01825 701870 
Web http://ip-sentinel.com 

Legal & Copyright 
This white paper is published by IP Sentinel Ltd Copyright © IP Sentinel.  All rights 
reserved.  

No part of this publication may be reproduced, copied or transmitted in any form or by 
any means, or stored in a retrieval system of any nature, without the prior permission of 
IP Sentinel Ltd except as permitted by the provisions of the Copyright, Designs and 
Patents Act 1988 and related legislation. Application for permission to reproduce all or 
part of the Copyright material shall be made to IP Sentinel Ltd here. 

Although the greatest care has been taken in the preparation and compilation of this 
white paper, no liability or responsibility of any kind (to extent permitted by law), including 
responsibility for negligence is accepted by IP Sentinel, its servants or agents.  All 
information gathered is believed correct at September 2013. All corrections should be 
sent to IP Sentinel here for future editions. 

http://ip-sentinel.com/
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