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Overview 
For Financial Services Firms Technology is a difficult thing to get right. In fact, most smaller 
organisations outsource the issue to a service provider.  However, Investors and 
Suppliers’ Due Diligence recognises that IT underpins the entirety of the investment 
process.  They now demand that firms have a much clearer governance and control of 
their environment. 

Also Cyber & Data Security is increasingly a major topic with customers, investors and 
regulators. 

The FCA Principles and the SYSC handbook in particular have important implications on 
the way that firms implement their IT Systems.  This extends from technology and Cyber 
security through to requirements around data retention, business continuity and supplier 
Due Diligence. 

IP Sentinel are a regulatory IT specialist, we have a broad experience in the financial IT 
marketplace in Europe, the Middle East and the US.  This document sets out the 
regulatory framework in the UK and outlines the services that IP Sentinel offer. 

FCA Principles 
The FCA Principles that drive IT system requirements are: 

Principle 2 “Skill, care and diligence” which states “A firm must conduct its business with 
due skill, care and diligence.”  

Principle 3 “Management and control” which states “A firm must take reasonable care to 
organise and control its affairs responsibly and effectively, with adequate risk 
management systems.” 

Given a principal based regulatory regime there are no specific high level requirements 
on how a firm organizes its affairs.  However the FCA will look at industry norms as a 
guiding proportionate principal in any assessment it undertakes. 

Senior Management Systems and Controls (SYSC) 
Looking at the detailed rules in the SYSC handbook that are most appropriate to IT 
Systems 

Rule Description 

SYSC 3.2.6 
and 
SYSC 6.1.1 
Required 
1/12/2001 

A firm must take reasonable care to establish and maintain effective systems and controls 
for compliance with applicable requirements and standards under the regulatory system 
and for countering the risk that the firm might be used to further financial crime. 
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Rule Description 

SYSC 4.1.7 
Required 
1/1/2014 
 

A common platform firm and a management company must establish, implement and 
maintain an adequate business continuity policy aimed at ensuring, in the case of an 
interruption to its systems and procedures, that any losses are limited, the preservation 
of essential data and functions, and the maintenance of its regulated activities, or, in the 
case of a management company, its collective portfolio management activities, or, where 
that is not possible, the timely recovery of such data and functions and the timely 
resumption of those activities. 

SYSC 4.1.10 
Required 
1/7/2011 

A common platform firm and a management company must monitor and, on a regular 
basis, evaluate the adequacy and effectiveness of its systems, internal control 
mechanisms and arrangements established in accordance with SYSC 4.1.4 R to SYSC 4.1.9 
R and take appropriate measures to address any deficiencies. 

SYSC 6.1.4 
Required 
1/7/2011 

In order to enable the compliance function to discharge its responsibilities properly and 
independently, a common platform firm and a management company must ensure that 
the following conditions are satisfied: 

• the compliance function must have the necessary authority, resources, expertise 
and access to all relevant information; 

• ….. 

SYSC 9.1.1 
Required 
1/4/2013 

A firm must arrange for orderly records to be kept of its business and internal 
organisation, including all services and transactions undertaken by it, which must be 
sufficient to enable the appropriate regulator or any other relevant competent authority 
under MiFID or the UCITS Directive to monitor the firm's compliance with the 
requirements under the regulatory system, and in particular to ascertain that the firm 
has complied with all obligations with respect to clients. 

 

Data Security 
In April 2008 the FSA released Data Security in Financial Services 

The report does not constitute formal guidance or rules however there are three clear 
instructions to firms. 

1. ‘firms should take a proportionate, risk-based approach to data security, taking 

into account their customer base, business and risk profile. Failure to do so may 

result in us taking enforcement action.’ 

2. ‘We may take enforcement action against firms that fail to encrypt customer data 

offsite’ 

3. ‘we will be issuing guidance to supervisors to ensure data security is reviewed as 
part of normal supervision. If firms fail to take account of this report and continue 

to demonstrate poor data security practice, we may refer them to Enforcement.’ 

Financial Crime 
Following the Data Security paper up in April 2014 the FSA issued “Financial Crime: a guide 
for firms”, again this is not a set of formal rules but if the FCA has taken the time to issue 
“Best Practice” they expect it to be followed 
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• Part 1: A firm’s guide to preventing financial crime 

Provides guidance on financial crime systems and controls, both generally and in 

relation to specific risks such as money laundering, bribery and corruption and 

fraud.  Section 5 covers Data Security and applies to all regulated firms. 

• Part 2: Financial crime thematic reviews 

Provides summaries of, and links to, FSA thematic reviews of various financial 
crime risks and sets out the full examples of good and poor practice that were 

included with the reviews’ findings.  Chapter 6 summarises the findings of the 

FSA’s thematic review of Data security in Financial Services. 

Outsourcing (inc. Cloud Services) 
The FCA is presently assessing the Cloud marketplace in regards applicability to SYSC 8.1 
– Outsourcing.  This will have major impacts on how Cloud based providers are engaged 
and managed by FCA registered firms.  IP Sentinel are heavily involved in the FCA 
consultation process. 

System Implications 
Given the Principles, rules and guidance the FCA is expecting to see a pretty traditional 
corporate IT environment in the firms it regulates.  This can be equated to several key 
areas that any firms systems should cover: 

• Defined Process & Procedures with Evidencing and Notifiable Events 
• Information/Data/Cyber Security 
• Vendor & Contract Due Diligence and Management  
• KPI (&/or SLA) auditing and management 
• Separation of data and infrastructure 
• users and administrators being separate roles 
• Monitoring & Oversight of usage 
• Archive & Backups 
• Central control of system 
• AntiVirus and USB files control 
• Business Continuity & Incident Response Plans 
• Compliance & AMLO access all areas 
• Management of onsite & mobile devices 

IP Sentinel Services 
IP Sentinel has a broad range of experience within the Financial Markets.  Specialising in 
IT Systems and Data security of Regulated Firms.  Our strategy is to provide a range of 
services that are appropriate to the lifecycle of a Firm from start-up to mature business. 



 Regulated Entity Technology Services 

IP Sentinel  Page 4 of 6 Version 1.1 
http://ip-sentinel.com  Q2 2016 

Fund Manager Start Up 
Basic Systems & Templates 
A packed solution that provides all the IT & related basics for Firms pre-authorisation who 
are looking for a professional image.  The package includes: 

• Domain 
• Company Registration 
• Four logo ideas from a UK based designer 
• A static “marketing” website 
• Compliance & Legal sign off for the website content 
• Trade mark search 
• Business cards, letter head paper, compliment slips 
• Word & PowerPoint templates 
• Email with archiving and full mobile access 
• Phone number and eReception 

 

Fund Manager Infrastructure 
FCA compliant IT Systems & Support 
We implement an appropriate & scalable IT infrastructure using a broad range of 
suppliers. The Fund Manager contracts directly with suppliers to satisfy FCA due diligence 
requirements. IP Sentinel then manages the suppliers for the Fund Manager ongoing to 
ensure the system is provided in the most appropriate manner.  This can be equated to 
several key areas that any firms systems should cover: 

• Separation of data and infrastructure 

• users and administrators being separate roles 

• Monitoring & Oversight of usage 

• Archive & Backups 
• Central control of system 

• AntiVirus and USB files control 

• Business Continuity 

• Compliance & AMLO access all areas 

• Management of onsite & mobile devices 

Ongoing IP Sentinel acts a single point of support contact for the infrastructure in place 
and as a CTO for Fund Raising, Fund Consultant DD or Regulatory inquiries. 
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Fund Manager Virtual CTO 
CTO Services and IT Management 
The staff responsible for the day to day support of the system are probably not the ones 
qualified to assist in the Big Questions, if indeed there are any IT staff in the Business! IP 
Sentinel will act as an virtual CTO to help with: 

• Act as in house CTO: 
o Budget cycle 
o Vendor management 
o Regulatory – FCA approval & assessment visits 
o Fund raising – AIMA DDQ & Fund consultant assessments 

• Source and manage in-house IT staff 
• Manage system selection and implementation 
• Security audits and ISO/ADSIC accreditation 
• Audit existing systems and process for scalability and Fund Manager growth 

Fund Manager Business Continuity 
The regulator would like a firm to invest in robust systems, if they fail have a recovery 
plan in place, regularly test that plan and fix any issues found in the testing.  IP Sentinel 
have a long track history of implementing regulatory sound Business Continuity and 
Disaster Recovery plans. These plans are more than just paper exercises for firms as they 
form a key part of not only regulatory requirements but Investor Due Diligence as well. 

IP Sentinel provide a range of Business Continuity services 

• Business Continuity Plan Development 
From basic templates to advanced multi-site Business continuity we can provide 
assistance to regulated Firms.  

• Business Continuity Plan Assessment 
Reviewing an existing plan against Industry Best Practice and Regulatory 
requirements 

• Business Continuity Plan Testing 
a 3rd party validation that an existing Business Continuity Plan actually works 

Fund Manager Information & Cyber Security 

Policies & Procedures 
IP Sentinel can provide a full Policy & Procedure build out that is appropriate to a firms’ 
size and structure.  All the policies & Procedures are ISO/27001 compliant should 
accreditation be a requirement.  IP Sentinel are aware of the impact that a rigid 
framework can have on an organisation.  Consequently, our policies are designed to re-
enforce a common sense approach to good governance in a Financial Services business. 
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Security Posture Analysis 
Security Posture Analysis provides a point-in-time assessment of the risk posed to an 
organization by vulnerabilities present in the organization’s process, network, systems 
and physical security controls. The service defines the extent to which identified 
vulnerabilities can be utilized to achieve unauthorized access to the Firms systems. The 
service comprises various activities including process assessment, vulnerability 
discovery, regulatory assessment, forensic readiness assessment and penetration 
testing 

Regulatory & Cloud Assessment 
IP Sentinel will assess a firms Information and cyber security to the specific regulatory 
regime in place. The assessment will provide process or systems enhancements that will 
be required to satisfy the appropriate regulator. Taking into account the delivery methods 
including outsourcing and cloud based delivery. 

Forensic Readiness 
Most information leakage is a when-not-if event. As Firms accept that a hard outer shell 
and a soft centre is no longer appropriate to today’s information threat the strategy 
changes from locking out the bad guy to working out what the bad guy has done. The IP 
Sentinel Forensic readiness service creates a policy framework and virtual sand traps in 
a firm’s environment so that if the worst happens a firm will know what is missing and 
how it happened. 

Centralized Log Management 
The single best way to improve the day to day security posture of an organisation is to 
have a centralised collection point for all log data. This allows administrators a holistic 
view of their environment. This view presents an overview of user activity that can be 
base lined and monitored against. IP Sentinel have developed the Fingerprint service 
which is based on Open Source components.  

Contact 
For more information on any of our services please contact: 

James Hogbin – Director 

+44 (0) 1825 701 870 

james@ip-sentinel.com 

http://ip-sentinel.com 

 


